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Agenda

* The HEOA of 2008: The Law
* Technology-based Compliance Options

* Best Practices:
Miles Community College
University of Florida

°* Q&A
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Key Issues for Compliance With P2P
Reqguirements

e Must provide annual disclosure to students

e Must implement plan:

To effectively combat unauthorized P2P use ..
with measurable results

Using at least one technology-based deterrent

 Must inform about legal alternatives

e Must comply by July 1, 2010

* Source: HEA (as amended) 485
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So How do You Choose an
Effective Solution For You?

* Articulate and understand your institution’s goals

* Your institutional considerations:
Budget (Capital, headcount and operating)

Institutional Policies

Who Makes Decision? Ease of “Selling” on Campus

Ease of Administration?

What has been Effective for Other Campuses?

Latitude in Law to Decide What is Right
for Your Institution
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Network Mgmt: Bandwidth Shaping,
Traffic Monitoring & Blocking

IMPLEMENTATION CONSIDERATIONS

Examples: DPI, Firewalls, Websense,
Red Lambda, Packeteer

Initial cost of product and support
Implementation and ongoing management
Inline device

Privacy

Effectiveness at reducing file sharing? Recidivism
of infractions?
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Vigorous Program of Accepting &
Responding to DMCA Notices

IMPLEMENTATION CONSIDERATIONS
Examples: ACNS software
Processes in place today
Generally very labor intensive
No impact on network
Enforcement process.

Reactive process to notices — hard to predict
volume
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Survey Results

The number of DMCA take-down notices

Just 13% of you )
believe simply you have received over the past year:
> responding to
DMCA notices is
enough to comply -
with the HEOA
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Home Grown Solutions

IMPLEMENTATION CONSIDERATIONS

Examples: BAYU (Be Aware You're Uploading),
Bandwidth Charges

Hidden costs of development/integration, ongoing
support and maintenance

Minimal impact on network
Customized solution for institution

Educational effectiveness dependent on focus of
solution
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Copyright Focused Graduated
Response Products

IMPLEMENTATION CONSIDERATIONS

 Example: CopySense® Network Appliance
* Cost of Purchase and Maintenance

e Ease of Implementation/Fully Automated

* Not inline device

* Focus on unauthorized - Legal P2P usage not
Impacted

* Privacy Issues

e Combination of education and automated enforcement
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Comparison of Solutions

! Network DMCA Home
Mgmt Notice Grown S/W
Mgmt
Costs Product & Labor Labor
Involved Support
Ease of Med - High Low Med - High
Implementation
Ongoing Med Med Med - High
Management
Impact on Inline Impact on Impact on
Network device P2P P2P
activity? activity?
Policy Issues Privacy None Depends
Compliance Privacy
Educational Low Low - Med Med - High
Effectiveness
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Summary

* Must comply with HEOA by July 2010
* “Fuzzy” Regulations: Up to You to Decide
* Range of Approaches — Many Factors to Consider

e Spirit of the Law Supports Common Mission —
Educating Students to Become Better Digital Users
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Miles Community College
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Questions?



Resource Information

* Audible Magic
* Website: http://audiblemagic.com/HEOA
 Email: info@audiblemagic.com
* Resource Links
* This webinar

* Educause



Thank You!



