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Why Does it Matter to Your Students?

Federal copyright lawsuits by year
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* Lawsuits filed by US Copyright Group alone

Data source: Administrative Office of the Courts, Wired
http://arstechnica.com/tech-policy/news/2010/06/the-riaa-amateurs-heres-how-you-sue-p2p-users.ars
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What I've seen out there *

* Colleges, Universities, Community Colleges




What works




What doesn’t




Pitfalls and pratfalls




What | see in the future*

*if meaningful actions are not taken




Four things you can do NOW




Four things you can do NOW




Thank you
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helping higher education
maximize its investment in technology
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Jay Friedman, VP Marketing
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Criteria for HEOA Compliance
Related to Unauthorized File Sharing

e Must provide annual disclosure to students

e Must implement plan:

To effectively combat unauthorized P2P use with
measurable results

Using at least one or more technology-based
deterrents

* |Inform about legal alternatives for content

e Compliance by July 1, 2010

* Source: HEA (as amended) 8485
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Implementing an Effective Solution —
Top Ten Best Practices

1. Comply with the Letter and Spirit of the Law

Teachable Moments
Graduated Response

Building Better Digital Citizens
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Implementing an Effective Solution —
Top Ten Best Practices

2. Involve Key Constituencies

Financial

Student & Judicial Affairs
Legal Counsel
Residential/Housing

T

Decision Makers

Students & Faculty
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Implementing an Effective Solution —
Top Ten Best Practices

Define policies that meet your campus philosophy

Proactive or reactive
What will be considered an infraction
How to communicate infractions

What sanctions when infractions occur
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Implementing an Effective Solution —
Top Ten Best Practices

4, Address Legal Issues

HEOA Compliance
Privacy
Net Neutrality

Academic Freedom
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Implementing an Effective Solution —
Top Ten Best Practices

D. Assess Effectiveness of Technologies

Cost

Impact on Network

Impact on Policies

Measurably Reduces lllegal File Sharing
Rates of Recidivism

Education Component
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Implementing an Effective Solution —
Top Ten Best Practices

Impact of Network Architecture

Bandwidth needs

NAT & DHCP

Asymmetric routing

Integration with other network resources
Authentication systems

Network management devices
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Implementing an Effective Solution —
Top Ten Best Practices

7. Available Technologies

Deep Packet Inspection
Bandwidth Shaping

Blocking Devices

Homegrown Solution (e.g. BAYU)

Copyright Detection Products
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Implementing an Effective Solution —
Top Ten Best Practices

8. Not Enough to Simply Respond to DMCA Notices

Reactive vs. proactive
Cost of management

Cost of Enforcement process

Lack of education component The number of DMCA take-down
hotices you have received over the
past year:
Increased
The Same
_ _ _ Decreased
Just 13% of you believe simply responding to DMCA , < ¢

notices is enough to comply with the HEOA 0% 20% 40% 60%
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Implementing an Effective Solution —
Top Ten Best Practices

9. Measuring Effectiveness

Reduction in DMCA notices
Reduction in actual file sharing activity
Reduction in P2P bandwidth usage

Rate of recidivism
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Implementing an Effective Solution —
Top Ten Best Practices

10. Budget

A six-lettered “four-letter” word
Shrinking budgets
Capital vs. operating budget

Legal mandate & risks
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Summary

e Compliance with HEOA by July 1, 2010
* Regulations Open to Interpretation
e Consider What Works for Your Specific Campus

e Complying with both the Letter & Spirit of the Law—

Educating Students to Become Better Digital Users
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BElocked F2F Transfers by Time of Day
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P2P Violations Fall 2003 thru Spring 2008

O Fall

B Winter
W Spring
B Summer
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Questions?



Resource Information

* Audible Magic
* Website: http://audiblemagic.com/HEOA
 Email: info@audiblemagic.com
* Resource Links
* This webinar

* Educause



Thank You!



