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SYSTEM FOR IDENTIFYING CONTENT OF DIGITAL DATA

FIELD OF THE INVENTION

[O0G1] This invention relates to identifving content of digital data. More

particularly, this invention relates to identifying & work represented as digital data
from an arbitrary segment of the digital data representing the content of the work
in a memory of a digital processing unit, Still more particnlarly, this Invention
relates to detecting particular events in the segment of data and the times between
evenis and comparing the time between events to the time between events in
known works to determine the identity of the work that the segment of data

represents,

PRIOR ART
F0002] In the past few years, the Internet has become a popular medium
for distributing or in some other way transferring works between users, For
purposes of this discussion, a work is any piece of art or work product that varies
over Hime and is placed on a medium for distnibution. More particolarly, a work is
a piece of art or work product that is placed in an electronic medhmm for use
and/or distribution. Furthermore, a registered work is a work for which the
identity of the work is known. Recently, many web sites have been offering more
video works for viewing and transfers to viewers, For example, the web site
YouTube.com (RTM) provides clips of video data that nsers submit for other
viewers to download and view. For purposes of this invention, some of the clips
submitted by viewers are g portion of a copyrighted work such as a television
show or movie, Owners of copyrighted works are often not compensated by the
websiie owners or the users for the reproduction of the work. Thus, owners of the
works seek either to prevent these web sites for providing the clips of their works
or receive compensation for reproduction of their works.
130031 Also, as Digital Video Ihsks (DVDs) have become more popular,
the downloading and unauthorized reproduction of video works has become &
problem. There is a booming market for pirated or unauthorized reproductions of
video works, In the past, makers of DV have tried to use encryption and other
methaods to prevent unauthorized reproduction of the works. However, most of the
methods devised to prevent unauthorized use have been overcome or

circumvented by hackers. Thus,



owners of the works seek ways to either detect the unauthorized work and receive
compensation or prevent the reproduction.

[0004] In the past, those skilled in the art have made many advances in detecting
the identity of audio works. One example, a reliable method for identifying audio works,
is given in U.S. Patent Number 5,918,223 issued to Blum et al. (Blum) which is hereby
incorporated by reference as if set forth herewith. In Blum, fingerprints of segments of
audio data of an unknown work are generated and compared to fingerprints of data of
known works until a match is found. The fingerprints can be one or more of any number
of attributes of audio contents. Some examples of audio attributes include, but are not
limited to pitch, frequency spectra, and mel-filtered cepstral coefficients. This method is
very reliable in identifying audio works.

[0005] However, those skilled in the art have yet to find an efficient and reliable
method for identifying video works. One method that has proven promising for
identifying video works is the use of scene change events. Data for an unknown video
work is read and the scene change events are detected. A metric such as the time between
events or frames between the events is determined. For purposes of this discussion, a
scene change event is one or more empty frames between different colored frames and/or
significant changes in the visual between two adjacent frames or significant change in
visual content over a small amount of time. Any event may be used as long as detection
is easily repeatable. The sequence of metrics between the events of the unknown work
are then compared to a list of metrics between events for known works until a sufficient
match is made and the unknown work is identified.

[0006] There are several problems with the above-identified method of video
work identification. The above method of identifying works is reliable when the
unidentified work is a direct copy of an identified work. However, this method is not
reliable when a copy of the video work is not a direct copy of the video work. For
purposes of this discussion, a direct copy is a copy of a work that includes all of the
visual data of the copied video work presented in the same manner as created by the
owner of the work. Furthermore, an indirect copy is a copy of video work that has the
data modified from the original work. Indirect copies can be made in many different
manners. Some examples include but are not limited to reformatting of the data, such as

from letter box to conventional format; recording the video work in a second medium,
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such g5 video laping a movie from a scene at a theater; copying ouly a portion of
the data; noise introduced in the routine broadeasting of the work; format
conversions that ccour such as telecining, digitizing, compressing, digital-analog-
digital re-sampling, keystoning, rotation translation, playback rate changes, and
the myriad of other comunon transformations commonly known in the art.

{00071 Typically, an indirect copy has a different video quality from the
original work, Thus, some scene change svenis in an indivect copy may not be
detected or other scene change evenis caused by the copying method may be
detected. In addition, because of time scaling and/or plavback rate changes, the
time between detected events in the original work and the indirect copy may vary.
Thug, the list of metrics for the unknown copy is different from the lst for the
original work and the above-described method may not detect the match.

10008] Thus, those skilied in the art are constantly striving to find a new
methad that is more reliable for identifving the unidentified work.

SUNMMARY OF THE INVENTION

{0009] In accordance with a first aspect of the present invention, there is a
method for identifying a work in a digital processing system comprising:

selecting a portion of data of an unkmown work;

detecting each event in said portion of data of said unknown work,
wherein evenis are perceptual ocourrences in a work that can be successively
positioned in time;

determining an event metric between each successive event in said portion
of data in said unknown work;

generating a first lst of event metrics between said events for said
urknown work;

recelving a second Hat of event metrics for a known wark;

generating a third list comprising evenis in the first list that match evenis

in the second list by
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performing a comparison to determine whether an Mth event of the first
st miatches an Nith event of the second lst, wheretn M is an index over gvenis in
the first list and N is an index over svents in the second lst;

responsive to a determination of a mateh, adding the matching events to
the third list and incrementing the index N,

responsive to a determination that there is not a mateh, incrementing the
mdex M,

wherein the comparison is performed until the index N is greater than or
aqual o a number of events in the second list and the index M is greater than a
threshold; and

determining said unknown work is a copy of said known work based on
the third list comprising the events in the fivst list that match events in the second
fist.
[0009a] A first advantage of a system in accordance with this invention is
that indirect copies can be identified with an improved confidence level. A second
advantage of a system in accordance with this invention is that the system
provides an efficient method to identify an unknown work that can be used during
data transfers without unduly hampering the transfer of data between two digita
processing sysiems. & third advantage of this invention is that even if the
unidentified work is only a portion of an original work, it can be 1dentified
accurately. A fourth advantage of this invention is that this technique can be
applied to match any series of events detected over time if the path to one detector
miroduces significant noise or ervors into the stream of data.
{0010 Sometimes, the list for an unknown work must be compared {0
multiple lists of known works until g mateh is found. In some embodiments, the
works most likely to mateh the snknown work are selected for testing. Sometimes
more data than is needed to identify an unknown work is received. Thus, the

system selects a portion of data from the segment to test. The received data may
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come from data stored in 2 memory, data being broadoast over a network, or data
being passed between systems connected over a network. Sometimes the data may
also be read from 2 medium.

10111 In some embodimends, the system determines whether the
unknown work is an authorized copy of a known work when the uoknown work is
identified. The system may then generate a report siating whether the unknown
waork is an authorized or unanthorized copy of the known work. In some
embodiments, a business rule is performed in response to a determination that the
unknown work is an unauthorized copy. In some embodiments the business rale
may direct that the copy be degraded in quality or altered in & plurality of ways.
(0121 In some smbodiments, a secondary test is performed responsive to
a determination that the unknown work is a copy of a known work from
comparing lists, In other embodiments, a seeondary test is performed on the
vnknown work when the results of the list comparisons ars inconciusive. In still
other embodiments, a secondary test is performed when no matches are found
using the list comparisons.

[0013] In some embodiments of this invention, the comparison of the lists
is performed in the following manner. First the system receives the list of metrics
of the unknown work and the list of metrics of the known work. The system then
determines a number of events in the Hat of metrics for the unkmown work that
match events in the Hst of metrics for the known work, The number of maiches 13
then compared to a threshold. If the number of matches is greater than the
threshold, a mateh between the bists is defermined.

(0014 The comparison of elements of the list way be performed in the
following manner. The system aligns an Mih element of the list of metrics of the
unknown work with an Nth element of the list of metries for the known work. The
system then performs a first comparison of the lists starting from the Mth element

in the list of metrics for the unknown list and the Nih element in the list of metrics
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for the known work. The system then determines whether the lists match from the
Mth element and the Nth element in the respective lists.

(G015} This may be repeated tteratively o determine whether there is a
match. The lists starting from the Mith and Nth elements may be compared in the
following manner. The Hsts may be compared one element al tine starting from
the Mih and Nth clements and the system determines the number of slemends that
maich. This number is compared fo a threshold and a match s determined if the
number of matching elements surpasses the threshold, In some embodiments a
number of misses is recorded and the lists are determined not to maich i the
number of misses excesds a miss threshold.

{0016} In some embodiments the companson of lsts may begin by
generating a list of associated pairs wherein each pair consists of an element from
the list of metrice of the unknown work and a matching element from the list of
meirics of the known work, where 3 matching element in the known work is an
element whose metric is within an errov folerance of the metric for the associated
element in the unknown work. A regression Hne is computed through the
associated pairs in the new list. The regression error associated with this e is
then used, along with the total number of hits and misses, to determine whether
there is a match.

(00171 In other embodiments, a regression error is calenlated from the
computation of said regression line, the regression error is then compared 10 &
regression error threshold, A match is determined when the regression error 1s less
ihan the regression ervor threshold.

[0018] In other embodiments, a weighted arror is caleulated from the
computation of the regression line. The weighted error is then compared to a
weighted error threshold, A mateh is determined when the weighted error is less
than the weighted error threshold,

{00194 in other embodiments, a miss ratio is caloulated from the
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computation of said regression line, the miss ratio is then compared to 2 miss ratio
threshold. A match is determined when the miss ratio is less than the miss ratio
threshold.
10020 In other embodiments, a weighted miss ratio s calcolated from the
computation of the regression line, the weighted miss ratio is then compared 10 2
weighted miss ratio threshold. A match is determined when the weighted miss
ratio is less than the miss ratio threshold, In other embodiments, a plurality of the
error measures described above may be used to determine a match,
f0020s] In accordance with a second aspect of the present invention, there
is a system for identifying a digital work, the system being configured to:

select g portion of data of an unkuown work;

detect each event in said portion of data of said unknown work, whersin
events are perceptual oocurrences in a work that can be successively positioned in
time;

determine an event motric between sach snceessive event in said portion of
data in said unkmown work;

generate a first list of event metrics between said events for said unknown
wark;

receive a second hist of event metrics for g known work;

generate a third list comprising events in the first list that match events in
the second Hst; and

delermine said unknown work is a copy of said known work based on the
third Hst comprising the events in the first list that match events in the second list,
wherein the system is configured fo generate the third list by

performing a comparison {o determing whether an Mith event of the first
fist matches an Nih event of the second Hst, wherein M is an index over events in
the first list and N is an indeed over svents in the second list, adding the matching

events to the third Hst and incrementing the index N responsive to a determination
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of a match, and responsive to a determination that there is not a match,
incrementing the index M, wherein the companson is performed nntil the index N
is no longer less than a number of events in the sccond list and the index M s

greater than a threshold,

BRIEE DESCRIPTION OF THE DRAWINGS

{06217 The above and other features and advantages of a system in accordance
with this invention are described in the Detailed Description below and are shown

i the following drawings:



[0022] Figure 1 illustrating a block diagram of a network including at least one
digital processor executing an identification system in accordance with this invention;
[0023] Figure 2 illustrating a block diagram of components of a digital
processing system executing an identification system in accordance with this invention;
[0024] Figure 3 illustrating a block diagram of a first exemplary embodiment of
an identification process in accordance with this invention;

[0025] Figure 4 illustrating a block diagram of a second exemplary embodiment
of an identification process in accordance with this invention;

[0026] Figure 5 illustrating a block diagram of a third exemplary embodiment of
an identification process in accordance with this invention;

[0027] Figures 6A and 6B illustrating a block diagram of a first exemplary
embodiment of an identification process in accordance with this invention;

[0028] Figures 7-9 illustrating a block diagram of a first exemplary embodiment
of a process for comparing a list of events and metrics from an unknown work with a list
of events and metrics of known work in accordance with this invention; and -

[0029] Figures 10 and 11 illustrating an exemplary embodiment of a method for
constructing an error bound in the comparison of the events and metrics of an unknown
work with the events and metrics of a known work in accordance with this invention; and
[0030] Figure 12 illustrating a block diagram of a second exemplary embodiment
of a process for comparing a list of events and metrics from an unknown work with a list

of events and metrics of known work in accordance with this invention.

DETAILED DESCRIPTION

[0031] This invention relates to identification of an unknown work from digital
data representing the content of the unknown work. For purposes of this discussion, a
work is any piece of art or work product that is placed on medium for distribution. More
particularly, a work is a piece of art or work product that is placed in an electronic
medium for use and/or distribution. Furthermore, a registered work is a work for which
the identity of the work is known and the time between events in the data of the work is
known.

[0032] This identification system is based upon measuring a metric between

events in works and comparing the metric between events in a known work and an
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unknown work. For purposes of this discussion, an event is a perceptual occurrence in a
work that can be positioned in time. For example in an audio work, a cymbal strike may
be an event that occurs at a certain time in an audio work. In a video work, an event may
be a scene change where the pixels between frames change substantially; a blank frame
preceding and/or following a non-blank frame; a frame having pixels that have one color
distribution preceding or following a frame having a different color distribution; a short
series of frames which begin with pixels having one color distribution and ends with
pixels having a substantially different color distribution. Furthermore, for purposes of
this discussion, a metric is a measurement between events. Some examples include time
between events, number of frames between events, or any other easily measured attribute
of the works being compared. For purposes of comparing video works, the time between
events has been found to be the most dependable metric. It has been found that the time
between events, which in the case of video scene changes is also known as the scene
length, does not change as the format of the work is changed. In addition, the ratio
between neighboring scene lengths does not change as the playback rate is changed.
While a method in accordance with this invention is particularly reliable for identifying
video works, one skilled in the art will recognize that this system may be used to identify
other types of works and event streams as well.

[0033] This invention relates to identifying works from digital data representing
the content of the work. For purposes of this discussion, content of a work is the data
that actually is the representation of the work and excludes metadata, file headers or
trailers or any other identification information that may be added to digital
representations of the works to identify the work.

[0034] Figure 1 illustrates a network 100 that may include digital processing
systems that execute instructions for performing the processes for identifying a work in
accordance with this invention. Network 100 may be an Internet or Intranet connecting
digital processing systems to allow the systems to transfer data between one another.
One skilled in the art will recognize that a system of identifying an unknown work may
be stored and executed in any processing system in the network. Furthermore, the shown
components are merely examples of digital systems in a network and the exact

configuration of a network is left to those skilled in the art.
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[0035] In network 100, router 105 connects to network 100 via path 104. Router
105 is a conventional router that connects multiple processing systems to a network and
handles data transfers to the connected systems. Path 104 is a T-1 line cable, fiber optic -
or other connection to another system in network 100. Desktop computer 110 and server
115 connect to router 105 via paths 111, and 114 respectively. Server 115 is a
conventional server that may store data to provide data and applications to other systems
such as desktop 110 connected to a local network. Typically, path 114 is an Ethernet,
cable or other connection to router 105. Desktop 110 is a conventional personal
computer connected to network 100. Path 111 may be an Ethernet, cable, Radio
Frequency or the connection that allows communication between desktop 110 and router
105. One skilled in the art will recognize that more than two systems may be connected
to router 105. The number of connections is only limited by the capacity of router 105.
[0036] Server 120 connects to network 100 via path 119. Server 120 is a
conventional server that has multiple other systems connected to the server and provides
network access to the connected systems. Path 119 is a T-1, telephonic, fiber optic or
other type of connection between server 120 and another system in network 100.
Notebook 12 and desktop computer 130 connect to server 120 via paths 124 and 129
respectively. Notebook computer 125 and desktop computer 130 are conventional
personal computer systems. Paths 124 and 129 may be an Ethemet, cable, Radio
Frequency or the connection that allows communication between the systems and server
120.

[0037] Router 140 connects to network 100 via path 139. Router 140 is a
conventional router that connects multiple processing systems to a network and handles
data transfers to the connected systems. Path 139 is T-1 line cable, fiber optic or other
connection to another system in network 100. Server 145 and 150 connect to router 140
via paths 144 and 149 respectively. Servers 145 and 150 are typical servers that provide
contents such as web site or other web accessible files to other users over the network.
Typically, paths 144 and 149 are an Ethernet, cable or other connection to router 140.
[0038] Server 135 is also a server that provides content to users over network
100. Server 135 connects to at least one other system in network 100 via path 134. Path
134 is a T-1 line cable, fiber optic or other connection to another system in network 100.

One skilled in the art will recognize that these are merely exemplary connections and the
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exact configurations are left to the network administrator as being outside the scope of
this invention.

[0039] Figure 2 illustrates a block diagram of the basic components of a
processing systerh that can execute the applications to provide an identification system in
accordance with this invention. One skilled in the art will recognize that this is merely an
exemplary system and that the exact configuration of each processing system may be
different in accordance with the requirements for the system.

[0040] Processing system 200 includes a Central Processing Unit (CPU) 201.
CPU 201 is a processor, microprocessor, or a group of a combination of processors
and/or microprocessors. Each processor and/or microprocessor includes registers and
other circuitry for executing instructions stored in a memory to provide applications for
processing data. The CPU 201 may also include firmware, which is circuitry that stores
instructions for various applications.

[0041] Memory bus 205 connects CPU 201 to memories for storing executable
instructions and data for applications being executed by CPU 201. A non-volatile
memory such as Read Only Memory (ROM) 210 may be connected to memory bus 205.
ROM 210 stores instructions for drivers and configuration data for processing system
200. A volatile memory, such as Random Access Memory (RAM) 215 is also connected
to memory bus 205. RAM 215 stores data and instructions for applications being
executed by CPU 201. One skilled in the art will recognize that other types of volatile
memory SRAM and DRAM may also be connected. One skilled in the art will also
recognize that memory caches may also be included in the memories and CPU modules.
[0042] Input/Output bus 220 connects CPU 201 to peripheral devices for
transmission of data between CPU 201 and the peripheral devices. Examples of
peripheral devices that may be connected to I/O bus 220 include memory 225, keyboard
230, pointing device 235, display 240, modem 245, and network connector 250. Those
skilled in the art will recognize that these devices are shown for exemplary purposes and
any of the devices may not be included in a processing system or other device may be
included.

[0043] Memory 225 is a device for storing data and instructions for applications
on a media. Memory 225 may include a disk drive for reading and writing data to a

magnetic media, or an optical device for reading and/or writing data to in an optical
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format to an optical media such as a compact disc. Keyboard 230 is a device receiving
alphanumeric data from a user. Pointing device 235 is a mouse; touch pad or other such
device used to receive input for moving an icon or "pointer” across a display. Display
240 is a device that receives data from the processing unit and displays the dataon a
monitor. Modem 245 is a device that connects to a telephone and converts digital data to
analog signals for transmission over the telephone line. Network device 250 is a device
that connects system 200 to a network to send and receive data over the network. An
example of a network device 250 is an "Ethernet Card" which includes circuitry for
connecting to a network.

[0044] Figures 3-8 are flow diagrams of a process for identifying a work in
accordance with this invention. These processes are embodied as instructions in
hardware, software and/or firmware. The instructions are then executed by a digital
processing system to provide the processes as shown in the flow diagrams. One skilled in
the art will recognize that any processing system may use the following processes with
minor changes to the steps described. Some envisioned uses include, but are not limited
to, placing the system on a router to prevent end users connected to the router from
transmitting or receiving unauthorized copies of a copyrighted work; placing the system
on a server that provides user downloaded content over the network to ensure that
unauthorized copies of copyrighted works are not provided by the server; placing the
system in an Internet browser to prevent unauthorized transfers of copyrighted works;
placing the system in peer to peer software to prevent unauthorized transfers of
copyrighted works; and as an utility application on a personal computer to prevent
unauthorized transfers of copyrighted works.

[0045] Figures 3-6 provide flow diagrams of four exemplary embodiments of a
system in accordance with this invention. One skilled in the art will recognize that
individual features of any of the four embodiments may be combined in a system that
operates in accordance with this invention.

[0046] Figure 3 illustrates a first exemplary process 300 for providing an
identification system in accordance with this invention. Process 300 begins in step 305
when the process receives data for content of an unknown digital work. The data may be
received in any number of ways including but not limited to reading the data from a

medium, reading the data from memory, or extracting the data from packets being
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transmitted over the network. In the preferred exemplary embodiment, the unknown
work is a video work. In order to have the best chance of successfully determining the
identity of the work, the system requires enough data to provide a sufficient amount of
events in the video from the data. For other forms of works differing amounts of data
may be needed.

[0047] In step 310, a portion of the received data is selected. This is an optional
step, but, for example, if the user of this invention desires to determine whether this
unknown data matches in its entirety some portion of one of the known references, said
portion could be the entire received data. As another example, if the user of the invention
desires to determine whether any arbitrary portion of the unknown work matches some
portion of one of the references, they could specify a region of the unknown work to be
examined. By calling process 300 repeatedly, a user could determine if any arbitrary
portion of the received data is contained in the known reference. This could be useful if
the received data were an edited collection or collage of known material. Also, the
computational cost of the process can be lessened if one looks only at a portion of the
received data. In step 315, the monitored events are detected in the portion of data.
When applied to video works typically scene changes are the event detected. However,
other events may be used such as frames in which one color is predominate.

[0048] Next, a metric between each successive event is determined in step 320.
When applied to video works time between events is typically the most successful
metric. However, other metrics such as numbers of frames or other attributes may be
used. In step 325 a list of events as well as time from the last event is generated. In step
327, a set of known works is generated which are likely to contain the unknown work.
This may be as simple as selecting all the known works in a large database or may be
more sophisticated. For example, if it is known a priori that the unknown work is a
television episode, said set of known works could consist only of all available television
episodes. Limiting the number of known works reduces the computational cost. Also,
these known works would typically be analyzed and reduced to event lists beforehand
and stored in a database.

[0049] In step 330, an iterative process begins by comparing the list of events
and metrics of the unknown work to a list of metrics of a known reference work. A more

complete description of a preferable comparing process is given below in figures 7
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through 12. The list of events metrics for each known work is stored in a database or
other memory for use. The process then determines if there is a match between the lists.
If there is not a match, process 300 determines whether there is another identified work
to test. If so, the process is repeated from step 330. If there is not another identified work
to test, step 345 determines whether there is more data of the unidentified work to test. If
there is more data, the process repeats from step 310. Otherwise there is no match and a
report showing the work is unknown is generated in step 347 and process 300 ends.
[0050] If there is.a match between the identified work and the unknown work in
step 335, the unknown work is reported as identified as the known work in step 350. In
step 355, process 300 determines whether the newly identified work is an authorized
copy. This may be done in any number of manners depending on how the data for the
work was received. For example if the data was read from packets, the source and
destination addresses may be used. The mode of delivery may also be used or any other
number of methods may be used. If it is determined that the work is an authorized copy,
process 300 ends. Otherwise, a report of the unauthorized copy is reported in step 360
and in an optional step 365 a business rule may be applied to the unauthorized copy.
Some examples of actions that may be taken include erasing the work from the memory,
blocking transmission of packets carrying the data, and degrading the data to make the
unauthorized copy unusable. Process 300 then ends.

[0051] Figure 4 illustrates process 400 that is a second exemplary embodiment of
this invention. Process 400 has substantially the same steps as process 300. However
process 400 executes the following steps to see if a match can be made. In response to
there not being another identified work in step 340, process 400 performs a secondary
test on the selected portion data in step 450. In some embodiments, the test may be using
the method described in the Blum patent to compare the audio portion of a work with the
audio portions of the identified works.

[0052] If there is no match in the secondary test, process 400 repeats the process
from step 345 as described above. If there is a match between the identified work and
the unknown work in step 450 the unknown work is reported as identified as the known
work in step 455. In step 460, process 400 determines whether the newly identified work
is an authorized copy. This may be done by any number of methods depending on how

the data for the work was received. For example if the data was read from packets, the
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source and destination addresses may be used. The mode of delivery may also be used or
any other number of methods may be used. If it is determined that the work is an
authorized copy, process 400 ends. Otherwise, a report of the unauthorized copy is
reported in step 465 and in an optional step 470 a business rule may be applied to the
unauthorized copy. Some examples of actions that may be taken include erasing the
work from the memory, blocking transmission of packets carrying the data, and
degrading the data to make the unauthorized copy unusable. Process 400 then ends.
[0053] Figure 5 illustrates process 500 that is a third exemplary embodiment.
Process 500 has the same steps as process 300 until step 350. If there is a match, a
secondary test is made to confirm the identity of the unknown work.

[0054] After step 550, process 500 performs a secondary test on the selected
portion of data in step 550. In some embodiments, the test may use the method descnibed
in the Blum patent to compare the audio portion of a work with the audio portions of the
identified works.

[0055] If there is not a match in the secondary test, process 500 performs step
340 and tries to find another match, as the identity could not be confirmed. If there is a
match between the identified work and the unknown work in step 450 the unknown work
is reported as identified as the known work in step 565. In step 570, process 500
determines whether the newly identified work is an authorized copy. This may be done
in any number of manners depending on how the data for the work was received. For
example if the data was read from packets, the source and destination addresses may be
used. The mode of delivery may also be used or any other number of methods may be
used. If it is determined that the work is an authorized copy, process 500 ends.
Otherwise, a report of the unauthorized copy is reported in step 575 and in an optional
step 580 a business rule may be applied to the unauthorized copy. Some examples of
actions that may be taken include erasing the work from the memory, blocking
transmission of packets carrying the data, and degrading the data to make the
unauthorized copy unusable. Process 500 then ends.

[0056] Figure 6 illustrates a fourth exemplary process 600. Process 600 provides
a secondary test when the matching with an identified work in step 335 is inconclusive.
An inconclusive result can happen for a number of reasons. For example, the number of

elements in the unknown list of events and metrics may not be enough to say with high
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likelihood that a match has been made. As another example, there may also be several
known reference lists that match the unknown lists and we may need an additional test to
distinguish between them. Process 600 has the following additional steps when a test is
inconclusive in step 335.

[0057] In response to inconclusive results process 600 performs a secondary test
on the selected portion of data and the identified work in question in step 650. In some
embodiments, the test may be using the method described in the Blum patent to compare
the audio portion of a work with the audio portions of the identified works.

[0058] If there is no match in the secondary test, process 600 repeats the process
from step 345 as described above. If there is a match between the identified work and
the unknown work in step 650 the unknown work is reported as identified as the known
work in step 655. In step 660, process 600 determines whether the newly identified work
is an authorized copy. This may be done by any number of methods depending on how
the data for the work was received. For example if the data was read from packets, the
source and destination addresses may be used. The mode of delivery may also be used or
any other number of methods may be used. Ifiit is determined that the work is an
authorized copy, process 600 ends. Otherwise, a report of the unauthorized copy is
reported in step 665 and in an optional step 670 a business rule may be applied to the
unauthorized copy. Some examples of actions that may be taken include erasing the
work from the memory, blocking transmission of packets carrying the data, and
degrading the data to make the unauthorized copy unusable. Process 600 then ends.
[0059] Figures 7-11 are exemplary embodiments of a process for comparing the
list of events and metrics of an unknown work against the list of events and metrics of a
known work. These figures taken together correspond to step 330 in figures 3-6.

[0060] Figure 7 shows the outer loops of recursive process 700. Process 700
begins in step 705. In step 705, process 700 receives lists of events and metrics for a
known work and an unknown work. In a typical embodiment in a video matching
application, each list includes the time locations of scene changes of the video and other
metrics such as the strength of the scene change, e.g., the average frame-to-frame pixel
difference normalized by the average luminance of the neighboring frames. In step 710,
process 700 sets an integer index variable N to 1 to initialize a recursive loop. N is an

index over the events and metrics in the list of the known and unknown works. The outer
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loop, indexed by N, is used to align and test the matching of the unknown at each of the
event locations in the known reference. The loop begins in step 715. In step 715, process
700 determines whether N is greater than or equal to the length of the list for the known
work. If N is greater than the list length, process 700 proceeds to step 760 and ends. If N
is not greater than or equal to the length of the list for the known work, process 700
proceeds to step 720. In step 720, the process sets a second integer index variable, M to
1. This second integer index variable is an index over the first few elements of the list of
events and metrics for the unknown work. The inner loop determines whether the first
event in the unknown list has a corresponding matching event in the known list. If the
first event does not have a match in the known list, a match may not be detected even in
a case where all the following events in the unknown matched events and metrics in the
known work match perfectly.

[0061] In process 700, step 725 tests the index M against the minimum of 3 and
the length of the unknown list. The inner loop of process 700 tests the basic matching
algorithm by aligning each of the first 3 events in the unknown list with event N in the
known list. Anyone skilled in the art will realize that a more exhaustive search can be
conducted by raising the constant in step 725. If M is greater than this minimum,
process 700 increments the outer index N in step 730 and repeats process 700 from step
715.

[0062] If the test fails, process 700 proceeds to step 735, where the Mth element
of the unknown work list is aligned with the Nth element of the known work list. In step
740, process 700 performs a low-level comparison to detect a match between the Mth
element of the unknown work list aligned with the Nth element of the known work list.
Figures 8 and 9 show a process for the comparison test of step 740. Process 700 enters
step 740 with a) a list of events and metrics from the unknown work list starting at event
M and continuing to the end of the list of events and metrics in the unknown; b) a list of
events and metrics from the known work list starting at event N and continuing to the
end of the list of events and metrics in the known; c) the number of hits set to 1; and d)
the number of misses set to 0. At 745 we test the results of 740. If there is no match
reported, process 700 increments M in step 750 and return to the top of the inner loop at
725. If there is a match reported, process 700 adds this match to the list of matches and

increments N at 730 and proceeds to repeat process 700 from step 715. In an alternate
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embodiment, process 700 will return after the first match rather than look for all possible
matches.

[0063] Figure 8 shows an exemplary embodiment of the low-level comparison
process 800 which performs a low level comparison for step 740. At the beginning of the
process 800, process 800 aligns one of the events in the unknown list with an event in the
known reference list. Process 800 measures how well the following events and metrics in
the two lists correspond. A high degree of correspondence will result in a match being
reported and a low degree of correspondence will result in a report of no match. In the
following description, a low-level “miss” occurs when there is either no event in the
known list corresponding to a particular event in the unknown list or there is no event in
the unknown list corresponding to a particular event in the known reference list. A low-
level “hit” occurs when there is a correspondence between an element in the known
reference list and an event in the unknown list. The process shown in figure 8 is a
recursive process. Process 800 causes another recursion of process 800 from various
locations inside process 800, and a reported match or no match deep inside the recursion
will be returned up to the top of the recursion.

[0064] Process 800 begins in step 805 by comparing a number of total misses so
far against a miss threshold. The miss threshold typically is a relative threshold, for
example, a percentage of the total number of events that have been examined by process
800. The first time process 800 enters the recursive process the number of misses is 0. If
the miss threshold is exceeded by the number of misses, step 810 returns an indication of
no match and returns to the next recursion of the process. If the threshold is not
exceeded, process 800 performs step 815.

[0065] In step 815, process 800 determines if the end of the unknown list has
been reached in the current recursion of process 800. If the end of the unknown list has
been reached, process 800 performs an evaluation step 820 and reports the result of the
evaluation in step 825 and returns. This evaluation step will be described more in the
following figures. In a typical embodiment, evaluation 820 uses the number of misses,
the number of hits, some scoring or error measure of the hits, and a weighting of hits and
misses and error based on the other metrics of the events, e.g., how strong of an event it

is.
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[0066] In step 822, process 800 determines whether the end of the known list has
been reached. If the end of known list has been reached process 800 returns no match in
step 867 and returns to the prior recursion of process 800 in step 870.

[0067] If this recursion of process 800 has not reached the end of the unknown
list, process 800 considers the next element of the unknown list in step 830. Process 800
generates a search list of elements in the known list in step 835. The construction of the
error bound is shown in more detail in figures 10 and 11. The search list contains all the
events in the known reference list that are within a certain distance of the current event in
the aligned unknown.

[0068] Step 845 determines if the search list is empty. If the search list is empty,
process 800 updates the number of misses. For purposes of this disclosure, an empty
search list has no events in the unknown list that are close in metrics to the current event
in the known list. Process 800 updates the number of misses in the known miss total and
adds one to the number of misses in the unknown miss total; updates a list showing all
the correspondences of events so far; moves an index to the next element in the
unknown; and calls for a recursion of process 800 from the current element of the
unknown list. The number of misses in the known miss total is incremented by the
number of events in the known event list that are skipped over before the next event in
the known list is found that is associated with the said unknown element.

[0069] If the search list is not empty, step 850 sets a third index integer, I, to 0. In
step 860, process 800 determines whether I is greater than the length of the search list. If
not, process 800 increments the third index integer variable in step 865 and step 860 is
repeated. Steps 850-865 associate the next element in the unknown list considered in step
830 with each element of the search list, and call the process in 800 recursively for each
iteration of I. Each recursive call has to keep track of all past associations of unknown
events and known reference events as well as current miss and hit counts so that the tests
in 805 and 820 can be applied.

[0070] At some point in the recursive calling sequence, process 800 reaches the
end of the unknown list in step 815 and the current recursion ends. Each recursion of
process 800 returns until a match or no match is reported to the test in step 745 of figure
7.
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[0071] Figure 9 is an exemplary process 900 for performing the evaluation step
820 of process 800 shown in figure 8. In a typical embodiment, process 900 takes into
account the number of misses, the number of hits, some scoring or error measure of the
hits, and a weighting of hits and misses and error based on the other metrics of the
events, e.g., the strength of an event. At this point the process is at the end of the
unknown and will make a final decision as to whether the candidate list of associations
of events in the unknown and events in the known reference are indicative of a match.
Process 900 begins in step 910 by receiving the list of associated pairs of events in the
unknown list and events in the known list as well as the accumulated number of hits and
misses. In step 920, process 900 computes a regression line through the set of points
(x,y) where each x is the time location of an element of the unknown list which has an
associated element in the unknown list and y is the time location of said associated
known list element. The regression line can be computed by standard linear regression
techniques well known in the art.

[0072] After the regression line is computed, process 900 computes a regression
error in 930. In step 930, process 900 computes an unweighted regression error and a
regression error weighted by the strength of the event from the unknown list or other
metrics associated with the event. In an exemplary embodiment, the regression error will
be computed by taking the average of the absolute error between the timing of each event
in the unknown list and the timing of the associated event in the known list. The timing
of the unknown event has to be measured relative to the first event in the unknown list
and the timing of the event from the known list has to be measured relative to the known
event associated with the first event in the unknown list. The timing of the known events
has to be corrected by the slope and offset of the regression line. The weighted
regression error is computed in the same manner: a weighted average is computed, where
the weight at each step is the strength of the event or another metric associated with the
event. Also in step 930, process 900 computes the ratios of misses to the sum of the
number of hits and misses in both a weighted and unweighted version, where the weights
are the strength of the event or another metric associated with the event.

[0073] In step 940, process 900 tests each of these errors and ratios against an
associated threshold to determine if the match is within the error limits. In an exemplary

embodiment threshold1, a regression error limit, is set to 0.05; threshold2, a weighted
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regression error limit, is set to 0.04; threshold3, a miss ratio limit, is 0.3; and threshold4,
a weighted ratio limit, is 0.25. Furthermore, in step 930, process 900 also compares the
total number of hits to a minimum number of hits to avoid degenerate cases. In an
exemplary embodiment, the minimum number of hits is set to 10. Based on this test,
process 900 either reports a match in 960 or reports no match in 950 and process 900
returns to the recursion in step 970.

[0074] Figures 10 and 11 show an exemplary method for setting the error bounds
in step 835 in figure 8. Figure 10 shows how the bound is calculated the first time
through step 835 and figure 11 shows a tighter bound that can be applied for later
iterations. In figure 10, the x axis holds the event locations of the unknown and the y axis
holds the event locations of the reference signature. Without loss of generality, the
figure 10 shows the x(0),y(0) pair at the origin for convenience. This is the location of
the test alignment between the two lists resulting from step 735. If the two lists were
identical at this point, the associated x,y pairs that follow would all lie along the line x=y
with a slope of 1. However, the fact that the playback rate can be off by an amount R
means that the points can fall within a cone from a slope of 1-R to a slope of 1+R. Inan
exemplary embodiment, R is set to 5% (0.05) which covers typical rate changes in video
due to NTSC to PAL conversion, for example. In addition, process 900 may allow for a
"jitter error" J on the alignment between corresponding points due to errors caused for
example by frame rate changes and scene change detection. In an exemplary
embodiment, J is set to 0.1 seconds, which covers typical frame rate changes in video on
the Internet, for example. That is, the initial x(0),y(0) pair can be off by +-J, which is
shown by the red sloping lines above and below the cone. In addition, the final x(n),y(n)
pair can be off by +-J, which is shown by the +-J bars along the y axis. The final error
bounds are shown on the right, from ((1-R)x(n) - 2J) to ((1+R)x(n) + 2J). The search list
in 835 will consist of all the elements in the known reference list whose event timings
fall between these bounds.

[0075] Figure 11 shows that once at least a pair of associated events are found,
previous associations of event timings constrain the possibilities for new associations
events further along the known and unknown lists. In this case, process 800 proceeded
far enough such that a list of associated points from x(0),y(0) to x(n),y(n) have been
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tested and process 800 is now searching for a possible match with the timing x(n+1) of
the next element in the unknown list.

[0076] Both the beginning and ending pairs can be misaligned by +/-J, which
gives two worst-case lines, one from the maximum positive misalignment of the first pair
through the maximum negative misalignment of the last pair and the other from the
maximum negative misalignment of the first pair through the maximum positive
misalignment of the last pair. Process 800 also allows for a +-J misalignment error at the
final choice of y(n+1). This gives the bounds on the right, from ((y(n)-2T)x(n+1)/x(n) -
1) to ((y(n)+21)x(n+1)/x(n) + J). The search list in 835 now includes all the elements in
the known reference list whose event timings fall between the tighter of these bounds
and the bounds determined by the calculation shown in figure 10.

[0077] Referring back to Figure 7, the outer loop of process 700 surrounded by
steps 710, 715 and 730 of figure 7 exemplifies a ‘brute force’ search where every
possible alignment of the unknown reference list against the known reference list is
tested. In general, a brute force method is inefficient. Thus, various methods can be used
to index the list of the known work to speed up the search process. In a typical
embodiment of this invention, a database contains all the known reference lists for all the
target videos or media files of interest. Before any unknown videos or files are
processed, the database is indexed to speed up the search. As an example, each event in
the event list for each known work would be associated with the time duration between
said event timing and the timing of the next event in the said list. A sorted list of all the
durations for all the events in all the event lists for all the known references would be
stored using any sorting technique well known in the art. Each of these durations would
have an associated pointer referring back to the events associated with the duration.
[0078] When such a list for an unknown work is passed to search process 700,
the outer loop is not required and may be removed. Figure 12 illustrates a process that is
the equivalent of process 700 using this index. Most of process 1200 is similar to process
700, except that the outer loop of 700 has been removed and replaced by a new inner
loop that uses the index to choose particular locations in the known reference list instead
of brute force searching over all locations in the said list.

[0079] In step 1220, process 1200 computes the duration between the Mth event
in the unknown list and M+1th event in the unknown list. Using any sorted list search
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technigue such as binary search or hash search, process 1200 generates a list of
events in the known reference list in step 1225 which have durations close to the
duration computed in step 1220, For purposes of this discussion, ‘close to' means
durations within an error bound delermined by the expected jitter ervor | and the
playhack rate ervor R,

{0080] The inner loop specified by stops 1230, 1235 and 1245 iterates
gver all the elements i this search list. The low-level comparison in step 1225 1
exactly the same as that in step 740 of figure 7. One skilled in the art will
recognize that other attributes of the Hst of events and metrics could be used fo
Hmit the search to those Mith events that are most likely to match. Some examples
include using strength of an event within seme tolerance, the absolute value of the
measured signal slightly before or slightly after the event, or, if the signalis
multidimensional, then some disiribution of the signal slightly before or after the
event could be used.

[0081] The above 1s a description of various embodiments in accordance
with this invention. Tt is anticipated that those skilled in the art can and will design
alternative systems that infringe on this invention as set forth in the following

claims,
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LLAIMS

1. A method for identifying a work in a digital processing system comprising:

selecting a portion of data of an unknown work;

detecting each event in said portion of data of said unkmown work, wherein
evenis arg percepiual ocenrrences in a work that can be successively positioned in
fime;

determining an event metric between each succassive event in said portion of
data in said unknown waork;

generating a first st of event metnios between said events for said uoknown
work:

receiving a second Hat of event meiries for a known work;

generating a third list comprising events in the first hist that match events in
the second list by

performing a comparison to determine whether an Mth event of the first list
matches an Nib evant of the second list, wherein M is an index over events in the first
ist and N is an index over events in the second Hst;

responsive to a determination of a mateh, adding the matching events to the
third Hst and incrementing the mdex N,

responsive to g determination that there is not a maich, incrementing the index

M,
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wherein the comparison is performed until the index N i3 greater than or equal
to a numiber of svents in the second list and the index M is greater than a threshold;
and

deternuning said unknown work is a copy of said known work based on the
third list comprising the events in the first hist that match events in the second st
2. The method of clatm 1 wherein the threshold (s a minimum of 3 and 2 length

of the second list,

3. The method of claim 1 wherein determining said unknoewn work is a copy of
sard known work comprises:

generating the third list wherein each M+X event of said first list for said
uriknown work is paired with the N+X event of said second list for said known work;
and

computing a regression hine through said assogiated pairs in sald lst of

associated pairs,

4, The method of claim 3 further comprising:

computing an error tolerance from said regression hine.

5. The methed of claim 3 further cormprising:
determuning a regression error from saud computation of said regression ling;

comparing said regression error o a regression srror threshold; and
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determining said unkoown work 1s a copy of said known work responsive to

aaid regression error being less than said regression evror threshold.

6. The method of claim 3 further comprising:
determining a weighted error from said computation of said regression line;
comparing said weighted error to a weighted error threshold; and
determining said unknows work is 8 copy of said known work responsive to

said weighied error being less than sald weighted error threshoid,

7. The method of claim 3 further comprising:
determining a wiss ratio from said computation of said regression ling;
comparing said miss ratio to g miss ratio threshoeld; and
determining said unknown work is a copy of said known work responsive ©

said miss ratio being less than said miss ratio threshold,

& The method of claim 3 further comprising:
deternuning a weighted niss ratio from sald computation of said regression
fine;
comparing said weighted nuss ratic to a2 weighted miss ratio threshold; and
determining said unknewn work is a copy of said known work responsive o

sard weighted miss ratio being less than said weighted miss ratio threshold.

&, A system for identifying a digital work, the system being configured to:
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select a portion of data of an unknown work;

detect each event in said portion of data of said ankoown work, wherein
events are percepiual occurrences in a work that can be successively positioned in
time;

determine an event metric between each successive event in said portion of
data in said unknown work;

generate a first Hat of event metrics between aaid events for said unknown
work;

receive a second st of event meirics for a known work;

generate a third list compnsing events in the frst Hst that match events in the
second Hst; and

determine said unknown work is a copy of said known work based on the
third Het comprising the events in the frat Hat that maich events in the second list,
wherein the system ts configured to generate the third list by

performing a comparison to determine whether an Mih event of the first list
matches an Ntk event of the second list, wherein M s an mdex over events in the first
Hst and N is an index over events in the second list, adding the maiching events o the
third list and incrementing the index M responsive to g determination of a mateh, and
responsive to a delermination that there s not 3 match, incrementing the index M,
wherein the comparison is performed unt! the index N is no longer less than a

vumber of evenis in the second list and the index M is greater than a threshold.

13, The system of claim 9 wherein the thresheld is & minimum of 3 and a length
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of the second Hst,

i1, The system of claim 9 wherein determuning said unknown work is 2 copy of
said known work comprises the system

zenerating the third list wherein each M+X event of said first list for said
unknown work is paired with the N+X event of said second bist for said known work;
and

corputing a regression ling through said associated pairs in said list of

associaled pairs,

12, The system of clabm 11 further configured 1o

compute an srror tolerance from said regression line,

13, The system of claim 11 funther configured to:
determine a regression error from said computation of said regression line;
compare said regression error {o a regreasion srror threshold; and

determine said unknown work is a copy of said known work responsive to

said regression ervor being less than said regression error threshold.

14, The system of claim 1 further configured 1o
determine a weighted error from said computation of said regression line;

conpare said weighted ervor to a weighted ervor tiwesheld; and
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determing said wknown work is 8 sopy of satd known work responsive t©

said weighted error being leoss than said weighted srvor threshold.

15, The systern of claim 11 further configured 1o
determine a miss ratio from satd compuiation of sad regression ling;
compare said miss ratio to a miss ratio threshold; and
determine said unknown work is a copy of said known work responsive o

said miss ratio being less than sald miss ratio threshold.

16, The systemt of claim 11 further configured to:
determine 2 weighted miss ratio from said compuiation of said regression ling;
compare said welghted miss ratio to 8 weighted miss ratio threshold; and
deteriine said unknown work is a copy of said known work responsive to

satd weighted miss ratin being less than said weighted miss ratio thrashoid
& o

17, A computer program product comprising instructions which, when
implemented on a computer, cause it o carry out a method in accordance with any of

claims 1o 8.
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